Installing the GTA
SSL Sentinel Client

SSLWindows201003-01

Global Global Technology Associates Tel: +1.407.380.0220
oba 3505 Lake Lynda Drive Suite 109 Fax. +1.407.380.6080
TEChn0|09y Orlando, FL 32817 Email: info@gta.com

Associates, Inc. Web: www.gta.com




GTA SSL Sentinel

Installing the SSL Sentinel Client: Windows

This section will assist users in the download, installation, and configuration of the SSL Sentinel Client.

Requirements

e GB-0S 5.3.0 or higher

e SSL Sentinel Client

e User access permissions for the SSL Sentinel Browser and Client on the firewall
¢ The host name or an IP Address assigned to the firewall’s External Interface

e Downloaded client and configuration files. All required files may be downloaded via the firewall
Web interface.

Accessing the GTA Remote Access Portal for Download

To access the GTA Remote Access Portal, open a Web browser and enter the IP address or host name
of your firewall. If the firewall’s SSL Sentinel Browser is configured for a port other than 443, append
with a colon and port number.

Example: https://ssl.gta.com:1443

| > https:ifssl.gta,com: 1443

Figure 1: Location Bar with Non Standard Port

The login screen for the GTA Remote Access Portal will display. Enter your user login credentials to
access the browser. If the virtual keyboard is required, you will have to use the virtual keyboard to enter
your password. Use the shift key to access special characters.

O Welcome to the GTA Remote Access Portal

remote-access.gta.com

User:

Password: s

O Clear| x|
“la)z2]3|4|s|e]|7|8]|s]o]-|=]eksp

Tab|afwlefr]e]yfuifefe]r]1]\
caps\a\s]ulf\g\h\3|k|1\;\']En:er
Sh1ft‘z‘x|c‘v‘h‘n‘m],‘.‘/‘Smft

Figure 2: Remote Access Login

Note

Administrators with SSL privileges logging in on the administration port will see the normal firewall administration
interface and the SSL Sentinel Browser.

Downloading the SSL Sentinel Client, Certificates and Configuration Files

1. Navigate to SSL Sentinel>Client for all files needed for download.
2. Click on the Winpbows INsTALLER DownNLoAD. This will download the Windows Installer.

3. Click on the CLiEnT ConFigURATION BunbpLE to download the ZIP file containing the required
certificates and configuration file.

Windows |
Wind Install S5L Sentinel Client installer includes everything required to establish an S5L Sentinel Client connection.
indows Instafler [Supports Windows x86 and x64 versions.] ownlea

R _ N Zip file containing a customized client configuration, and the required certificates to establish an SSL Sentinel
Client Configuration Bundle e Y g Download
Installation Guide The installation guide contains instructions on how to install the Windows wersion of the SSL Sentinel Client.

Figure 3: Windows Installer, Certificates and Configuration files.
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SSL Sentinel Client Installation

1. Run the SSL Sentinel Client Installer and select the language.

Installer Language

0 Please select a language.

[ Ok ] [ Caneel ]

Figure 4: Select the Language for the Installer

GTA SSL Sentinel Client Setup ElE

Welcome to the GTA SSL Sentinel
Client Setup Wizard

This wizard will guide you throuah the installstion of GTA SSL
Sertinel Clisnt,

It is recommended that you close all other applications
before sarting Setup. This will make it possible to Update
velevant system Fles without having to reboot your
computer

Click Next ta continue,

Figure 5: SSL Sentinel Client Setup Wizard
2. Accept the licenses for the SSL Sentinel Client.

GTA SSL Sentinel Client Setup

License Agreement

Please review the license terms before instaling GTA S5L Sentinel
Clent

Press Page Down to see the rest of the agreement,

[Slobal Technoiogy Assolates SSL Sentinel Client
1 5L client For Windows 2000/xP yista7.

This distribution conteins multiple companents of different authors. Some of the companents
Fall under diferent licenses. By using GTA 5L Sentinel Client or any of the bundled
lcomponents enumerated below, you agree to be bound by the conditians of the license for
each respective component,

1 you accept the terms of the agreement, click 1 Agree to continue, You must accept the
agreement ko install GTA S5L Sertinel Cient.

Globsal Technology Associates, Tnc

Figure 6: Accept SSL Sentinel Client License

3. Use the default installation path.

GTA SSL Sentinel Client Setup

Choose Install Location
Choase the: Folder in which ko install GTA S5L Sentinel Client,

Setup will install GTA 551 Sentinel Client in the Following folder. To install in a different folder,
click Browse and select another Folder, Click Install to skart the installation,

Destination Folder

[ CProgram Fles\GTA\SSL Sentinel Client] | [ owse...

Space required: 4,26
Spacs avalabls: 63,968

Global Technology Associates, Inc,

[ <psck J[_mstal ] [ concel |
Figure 7: Default SSL Sentinel Client Installation Path
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4. Click NEXT.

GTA S51 Sentinel Client Setup

Installation Complete
Setup was conpleted successuly

Completed
f

TAP INSTALL (ap0g01) -~
Device node created. Instal is complete when drivers are installed. ..

Updating drivers for tap0301 From C:\Program Files\GTA\SSL Sentinel Clientidriver|C.
Drivers installed successfully.

tapinstal instal returned: 0

tapinstall cumulative status: 0

Service INSTALL

OpenVPH Servics installsd,

Create shorteut: C:\Documents and Settingsidbinoks|Start Menu|ProgramsIGTAYSSL
Create shortcut: C:\Documents and Settingsidbrooks|DesktoptSsL Sentinel Clisnt.Ink
Created uninstaller: C:iProgram FilesGTa\S5L Sentinel Client|Uninstal exe
Completed 3

Global Technology Assoriates, T,

P ==

Figure 8: SSL Sentinel Client Installation Complete

5. Click FINISHED.

GTA S5L Sentinel Client Setup BE

Completing the GTA SSL Sentinel
Client Setup Wizard

GTA 55L Sentinel Clisnt has been installed on your omputer,

Click Finish to close this wizard,

<se o

Figure 9: Finished SSL Sentinel Client Install

Client Installation Warning

Some user may see the Windows Hardware Installation warning. Click CONTINUE ANYWA

Hardware Installation

15 The software you ars instaling for this hardware
.
Shrew Soft Miniport Fiter

has not passed Windows Logo testing to weilly its compatibilty

with ‘Wwindows P (Tell me why this testing is important.)

Continuing your installation of this software may impair
or destabilize the correct operation of your system
cither immediately of in the future. Miciosoft strongly
recommends that you stop this installation now an
contact the hardware vendor for software that has
passed Windows Logo testing.

i
Figure 10: Windows Hardware Installation warning
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Configuring the SSL Sentinel Client

1. Client files include the following zipped or compressed files in a folder with the firewall host
name.
a. User key file
b. User configuration
c. User Certificate
d. Firewall Certificate

- @ client.zip\ssl.gka.com - ZIP archive, unpacked size 10,559 bykes

m @ client.zip - ZIP archive, unpacked size 10,599 bytes

Hame

Mame
.
o. [Buser ey
[CT)ssl.gta.com ssl.gta.com.ovpn
Elge-oscaot
Euser.ornt
Figure 11: Zipped Directo ) . . . .
g PP i Figure 12: Certificates and Configuration Files

2. Unzip the configuration files and certificates to C:\Program Files\GTA\SSL Sentinel Client\config
Users accessing multiple files will have a directory for each firewall.

Using the SSL Sentinel Client

1. To launch the client, select the SSL Sentinel Client icon on your desktop or navigate to the SSL
Sentinel folder and click on SSL Sentinel Client.

Figure 13: Desktop Icon

S5L Sentinel Client B =5t sentinel Cliert
¥ Uninstall 551 Sentinel Client

Figure 14: Launching the Client

2. The SSL Sentinel Client icon will now display in the task bar. Below is an example of an
unconnected client icon. Note the icon is BLACK. This indicates the client is NOT connected to

SSL Sentinel.

Figure 15: Unconnected Client Icon

3. Right click on the SSL Sentinel Client icon and select cONNECT.
a. Figure 15 displays a connection panel for a user with a single SSL Sentinel Client

configuration.
b. Figure 16 displays a connection panel for a user with multiple SSL Sentinel Client

configuration.

Conneck gb-2000 Canneck
gb-800 b
Prozy Setkings

Views Log ] Wiew Log
Exit

Proxy Setkings . . .

Figure 17: Multiple Firewalls
Exit

Figure 16: Single Firewall

Installing the SSL Sentinel Client: Windows 5



O GTA SSL Sentinel

4. Enter the username and password configured on the firewall and click ok.

SSL Sentinel Client - User Authenti...

Username: ||
Password: I

()3 | Cancel |

Figure 18: SSL Sentinel Client Login

5. The SSL Sentinel Client will connect to the remote firewall, establishing a secure VPN
connection. The client, when connected, will display GREEN.

Figure 19: Connected Client Icon

6. When the SSL Sentinel Client is connected to the remote firewall:
a. It will automatically be assigned an IP Address, and DNS and Wins servers if configured to
do so.
b. Host routing tables will be updated for the remote networks reachable via the SSL VPN.
c. Internal Access is controlled via the Accessible Networks defined by the firewall
administrator, and by security polices defined to allow or access.

7. To close the VPN client connection, right click on the SSL Sentinel Client icon and select
Disconnect.

Disconneck
Shiow Skakus

Wiews Log

Proxy Setktings

Exit
L

Figure 20: Disconnecting the Client
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Copyright
© 1996-2010, Global Technology Associates, Incorporated (GTA). All rights reserved.

Except as permitted under copyright law, no part of this manual may be reproduced or distributed in any form or by any means
without the prior permission of Global Technology Associates, Incorporated.

Technical Support

GTA includes 30 days “up and running” installation support from the date of purchase. See GTA’'s Web site for more information.
GTA’s direct customers in the USA should call or email GTA using the telephone and email address below. International
customers should contact a local Authorized GTA Channel Partner.

Tel: +1.407.380.0220 Email: support@gta.com

Disclaimer

Neither GTA, nor its distributors and dealers, make any warranties or representations, either expressed or implied, as

to the software and documentation, including without limitation, the condition of software and implied warranties of its
merchantability or fitness for a particular purpose. GTA shall not be liable for any lost profits or for any direct, indirect,
incidental, consequential or other damages suffered by licensee or others resulting from the use of the program or arising out
of any breach of warranty. GTA further reserves the right to make changes to the specifications of the program and contents of
the manual without obligation to notify any person or organization of such changes.

Mention of third-party products is for informational purposes only and constitutes neither an endorsement nor a
recommendation for their use. GTA assumes no responsibility with regard to the performance or use of these products.

Every effort has been made to ensure that the information in this manual is accurate. GTA is not responsible for printing or
clerical errors.

Trademarks & Copyrights

GB-0S, Surf Sentinel, Mail Sentinel and GB-Ware are registered trademarks of Global Technology Associates, Incorporated.
GB Commander is a trademark of Global Technology Associates, Incorporated. Global Technology Associates and GTA are
service marks of Global Technology Associates, Incorporated.

Microsoft, Internet Explorer, Microsoft SQL and Windows are either trademarks or registered trademarks of Microsoft
Corporation in the United States and/or other countries.

Adobe and Adobe Acrobat Reader are either registered trademarks or trademarks of Adobe Systems Incorporated in the
United States and/or other countries.

UNIX is a registered trademark of The Open Group.

Linux is a registered trademark of Linus Torvalds.

BIND is a trademark of the Internet Systems Consortium, Incorporated and University of California, Berkeley.
WELF and WebTrends are trademarks of NetlQ.

Sun, Sun Microsystems, Solaris and Java are trademarks or registered trademarks of Sun Microsystems, Inc. in the United
States and/or other countries.

Java software may include software licensed from RSA Security, Inc.
Some products contain software licensed from IBM are available at http://oss.software.ibm.com/icudj/.
Some products include software developed by the OpenSSL Project (http://www.openssl.org/).

Mailshell and Mailshell Anti-Spam is a trademark of Mailshell Incorporated. Some products contain technology licensed from
Mailshell Incorporated.

All other products are trademarks of their respective companies.

Global Technology Associates, Inc.

3505 Lake Lynda Drive, Suite 109 « Orlando, FL 32817 USA
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