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Introduction

GTA FIRewALL T Mac OS X: ConFIGURING AN IPSEc VPN is written for the
administrator who requires a mobile VPN (virtual private network) to commu-
nicate from a Mac OS X system to the GTA Firewall. It is written is with the
assumption that the reader has a working knowledge of TCP/IP, Macintosh
administration and GTA Firewall administration, including basic VPN
conyguration. This manual was developed using GNAT Box 3.4.0, Mac OS X
10.2 and IPSecuritas 1.1b2.

For GTA Firewall conyguration of a mobile VPN, please see the GNAT Box
VPN anp VPN CLienT FEATURE Guipe. Find this and other documented VPN
setups, including interoperation with these vendors solutions: Cisco P1X,
NetScreen, WatchGuard, SonicWall and SnapGear, at www.gta.com/support2/
documents.

VPN interoperability should be possible with any GTA Firewall that supports
IKE. For the best support, the latest version of the GNAT Box Software is
recommended.

Mac OS X Configuration Using IPSecuritas

Download IPSecuritas from Lobotomo Software at www.lobotomo.com and
install on the Mac OS X system. IPSecuritas requires Mac OS X 10.2 (Jaguar)
with the BSD subsystem installed. Conygure the IPSecuritas client for a
mobile VPN connection on Mac OS 10.2 using the following example.

Create a New Connection

Start the IP Securitas 1.1b2 application. Click on the O00button to create a
new VPN connection.

"OO 0 iPSecuritas

ir New \
Edit
Remove
IPSec down

Stop IPSec Start IPSec

New VPN Connection

GNAT Box VPN and VPN Client
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|
General Tab

In the 000000 tab, use the following screen shot and table to enter the correct
data, then select the 00000 tab.

Edit connection

Connection Name: | MAC to GTA Firewall

J General l Phase 1 l Phase 2 l Id/Auth l Options l

Mode of Operation: Host To Network 5

Remote |PSec Device: 199.120.225.80

Remote Network: 192.168.71.0 | |24
Local Address: 192.168.51.3

Exchange Mode: [JBase [IMain ¥ Aggressive
Proposal Check: Claim | 7 | Nonce Size: 16

e ——

(Can(el) ( Ok )

General

General

Connection Name
Mode of Operation
Remote IPSec Device

Remote Network

Local Address

Exchange Mode
Proposal Check
Nonce Size

Enter a name for the connection.
Select D0III00I00from the dropdown list.

Enter the external Interface IP address of the GTA
Firewall.

Enter the network IP address to which the mobile
client is to be connected, typically, the Protected
Network of the GTA Firewall. This should match
the LocaL NeTwork yeld in the Mobile VPN Object
deynition of the GTA Firewall.

Enter the virtual IP address used for the VPN.
This must be a single IP address (not a network)
and should match the IP address in the Mobile
VPN section, RemoTe NeTwork yeld of 000000000000
00000. This IP address should not be the same

as the physical IP address assigned to the host,
and, ideally, is on a different network and uses a
private IP address.

Select Aggressive.
Select Il00from the dropdown list.
Enter 16.
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Phase 1 Tab

In the OO00O0 tab, use the following screen shot and table to enter the correct
data, then select the 000000 tab.

The EncrypTioN and AuTHENTICATION Yelds should be set to match the yelds in
the Phase | section of the GTA Firewall Mobile VPN Object deynition.

Edit connection

Connection Name: | MAC to GTA Firewall

General ' Phase 1 ' Phase 2 ' Id/ Auth ' Options ]

Lifetime: 600 seconds

DH Group: Mod1024 (2) 5

i

Encryption:

Authentication: | SHA1 4

Phase 1

Phase 1

Lifetime 600 seconds.

DH Group  Mod1024 (2).
Encryption  3DES.
Authentication ~ SHAL.

Phase 2 Tab

In the OO00O0 tab, use the following screen shot and table to enter the correct
data, then select the I010000 tab.

The EncrypTion and AuTHENTICATION Yelds should be set to match the yelds in
the Phase Il section of the GTA Firewall Mobile VPN Object deynition.

GNAT Box VPN and VPN Client
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Edit connection

Connection Name:

MAC to GTA Firewall

[ Ceneral I Phase 1 ' Phase 2 ‘ Id/Auth I Options
Lifetime: 600 seconds
PFS Group: Mod1024 (2) 5
Encryption: T DES [JAES 256 [JCast 128
¥I3DES  [JAES 192
) DES V64 [ AES 128
) DES V32 [ Blowfish [ Null
Authentication: ] HMAC MD5
¥ HMAC SHA1 ) Null
(Cancel) ( Ok )
Phase 2
Phase 2
Lifetime 600 seconds.
PFS Group  Mod1024 (2).
Encryption  3DES.
Authentication ~ HMAC SHAL.

ID/Auth Tab

In the [0J0000 tab, use the following screen shot and table to enter the correct
data, then select the 000000 tab.

Edit connection

Connection Name: MAC to GTA Firewall

[ General I Phase 1 I Phase 2 ' Id/Auth ‘ Options

— Identification

Local Identifier: (O Address ) Certificate
(= DN support@gta.com
Remote Identifier: @Address - Certificate
O
(DN

~ Authentication

() Preshared Secret sessssess
) Certificates

There are no own certificates available. Please use the
Certificates Manager to import your certificates first.

(Can(el) ( Ok )

ID/Auth
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