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1.0 Pre-requisites 
 
This document assumes that both the Gnatbox/Robox and SnapGear are already 
configured for access to the Internet. 
Your Robox must have firmware version 3.2.0 or , and your SnapGear product 
must have firmware version 1.5.4 or above (see product literature for information 
on determining your firmware version and for upgrading your firmware if 
necessary). 
 
2.0 Introduction 
 
This document describes the configuration needed to set up an IPSec tunnel 
between a Gnatbox/Robox and a SnapGear. The configuration is based on the 
typical topology illustrated below. 
 
 

 
Example network. 

 
3.0 Gnatbox/Robox Configuration 
 

 
 

1. Click the “Authorization” menu. 
2. Click the “VPNs” option. 
3. Click on an action button to add a new VPN Object. 
 



4. When asked to select an IPSec Key Mode, select “IKE” from the drop down 
menu. 

 

 
 

5. Enter a description for your new VPN Object and an Identity. 
6. Change the VPN Object to “MANUAL” 
7. Set the Remote Gateway to the IP Address assigned to the “Internet” 

Interface of the SnapGear 
8. For the Remote network, leave the object as “<USE IP ADDRESS>” and 

set the IP address range of the Remote network (note, use CIDR format. 
192.168.1.0/24 <- the 24 is the number of bits used in the subnet mask – 
in this case 255.255.255.0) 

9. Leave the Pre-shared secret as ASCII and type a phrase that is at least 24 
characters long. You will use the same Pre-shared secret on your 
SnapGear. 

 

 
 
10. Once you have entered this information, click on “Ok”.  
 



 
 

11. Click on “Save” 
12. From the main menu in the left-hand pane, select “Filters” 
13. Click on “Remote Access” 
14. Click on the “Default” button at the bottom of the list of Remote Access 

filters. (Note defaulting this list will remove any custom filters that you 
have added, so ensure you have a copy of them to hand so that you can 
re-enter them after). 
You should now have two new filters at the top of your list for the VPN 
Object you have just created. 

15. Click on the “Save” button at the bottom of the list.  
 

 
 



16. From the main menu in the left-hand pane, select “IP Pass Through” 
17. Click on “Filters” 
 

 
 

18. Click on “Default”. (Note as with Remote Access Filters, defaulting this list 
will remove any custom filters that you have added, so ensure you have a 
copy of them to hand so that you can re-enter them after). 

19. Click on “Save”. 
 

 
 
19. Your Gnatbox/Robox is now ready to communicate to your SnapGear 



4.0 SnapGear Configuration 
 

 
 

1. From the main menu in the left-hand pane, select “IPSec” 
2. In the “IPSec Setup” section, place a tick in “Enable IPSec:” and click on 

“Submit”. 
3. In the “IPSec Interfaces” section, select “Default Route” and place a tick in 

“Restart IPSec with new configuration:” and click on “Submit”. 
4. Click “Add” to add a new IPSec Connection 
5. Enter a name for the VPN Connection (Note you cannot use spaces or 

quotes within the name, and it cannot start with a number). 
6. Your “Local Gateway” details should already be entered for you, but if not, 

enter the IP address of your Local network and the subnet mask. 
7. In the “Remote Gateway” section, enter the IP address and subnet mask 

of the Remote network, and in the External IP field, enter the IP address 
assigned to the EXTERNAL interface of your Gnatbox/Robox. 

8. Select “Using a Pre-Shared Secret key” 
9. Click on “Add” 



 
 



10. Place a tick in the “Automatically enable connection when IPSec is 
started:” box. 

11. Select “ESP Encryption” 
12. In the “Authentication” section, enter the Pre-Shared secret EXACTLY as it 

was entered on the Gnatbox/Robox. 
13. Leave the “Key Lifetime” at 1 hour 
14. Place a tick in “Enable Perfect Forward of Secrecy keys” 
15. Select “Never Give Up” under “Negotiate Connection Attempts:” 
16. Place a tick in “Restart IPSec tunnel with the new configuration:” 
17. Click “Add” 
 

 
 



18. Your SnapGear is now ready to communicate with your Gnatbox/Robox 
(Note – you “may” need to soft-reboot your SnapGear first”. 

 

 


