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The GB-2000X Firewall
Appliance, is easy 

to use, allowing 
administrators to fine

tune most components of
their configuration using

the included standard OS
with features you 

may only get from other
firewall vendors in their

advanced OS. 
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Sentinel Anti-Spam and Anti-Virus 
subscriptions, and Surf Sentinel 
content filtering. GB-OS includes a
comprehensive set of denial of service
(DoS) prevention functions. ICSA 4.1
corporate criteria testing requirements,
against which GB-OS version 3.7 was
certified, include testing for the preven-
tion of all known DoS attacks. Network
administrators can elect to establish 
criteria for alarm notification should
these DoS attacks occur.

To provide the best available threat
management, GTA licensed technolo-
gies from industry leaders to provide
anti-spam (MailShell), anti-virus
(Kaspersky Lab) and content filtering
services (Surf Control). Mail Sentinel
Anti-Virus and Anti-Spam combine to
create a solution that provides an extra
level of defense with a gateway level
solution. The GB-20000X, utilizing Mail
Sentinel subscription services, automat-
ically checks for updates to the anti-
virus and anti-spam databases multiple
times each hour, ensuring maximum
protection against email threats.

Surf Sentinel Content Filtering
increases productivity by limiting
access to unproductive sites. With Surf
Sentinel, the firewall administrator
can choose to implement URL filtering
with a custom Allow and Deny URLs
lists, create access policies that can
apply to users, groups or IP addresses,
or block undesired content such as
Active X objects or JavaScript. GTA has
integrated these best-of-breed services

into the GB-2000X perimeter security,
allowing the firewall to be the core
component in a multi-level security
solution by virtually blocking most
threats before they reach the network.

Both hardware and system software
expansions are available to broaden
the scope of the GB-2000X. Hardware
expansion options allow the GB-2000X
to offer up to ten high speed Ethernet
interfaces. Options include a 4-port
10/100 expansion, a 2-port gigabit
expansion or a VPN hardware acceler-
ation expansion.

Optional services integrated into GB-
OS and easily activated, include H2A —
High Availability, Surf Sentinel Content
Filtering, Mail Sentinel Anti-Spam, Mail
Sentinel Anti-Virus and a variety of sup-
port and upgrade contracts.

The GB-2000X is a powerful, 
flexible Internet security appliance
offering advanced firewall functionality
and unified threat management 
features. GTA’s pricing structure
makes the product ideal for SME
organizations looking for a robust,
multi-layered security solution.
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six gateways and multiple Internet con-
nections. Data can be routed through
specific gateways utilizing policy-based
routing with multiple, configurable
parameters. Additionally, load balancing
is available over all gateways.

One useful and unique feature of
the GB-2000X is storing multiple
firmware versions on non-volatile
memory to provide easy version
upgrade and backup security. During
an upgrade, GB-OS automatically pre-
serves the last working configuration
to a formatted slice in flash memory.
Administrators can then test configura-
tions, and if necessary, easily revert to
the last working configuration. This
feature will be handy when GTA
releases its next generation GB-OS 4.0.

The GB-2000X includes both basic
and enhanced unified threat manage-
ment features including DoS preven-
tion and alarm notifications, Mail
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GTA has integrated these
best-of-breed services into

the GB-2000X perimeter
security, allowing the 

firewall to be the core
component in a multi-level

security solution by 
virtually blocking most

threats before they reach
the network.
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