
U p g r a d i n g  f r o m  G B - O S  3 . 4  o r  G B - O S  3 . 5
Since GB-OS 4.0 is a major departure from versions earlier than 3.6 of the operating system, an 
extra step is required to upgrade from GB-OS version 3.4 or 3.5.

U p g r a d i n g  t o  G B - O S  3 . 7
When upgrading from GB-OS 3.4 or 3.5, it is necessary to upgrade your firewall twice: first to GB-
OS version 3.7.2 and then to version 4.0.

Generating GB-OS 3.7 Feature Activation Codes

In order to upgrade your version of GB-OS to version 3.7.2, first you must  enter GB-OS 3.7.2 
feature activation codes which are obtained from the GTA Online Support Center (https://www.gta.
com/support/center/).  

Log into the GTA Online Support Center and navigate to the View Products page.  The View Products 
page displays all products registered with GTA.  If your GTA firewall is eligible for the upgrade, an 
UPGRADE TO 3.7.2 link will be available in the ACTION row.  Click the link to generate the GB-OS 3.7 
feature activation code(s).  (If you believe you are eligible for an upgrade to GB-OS 4.0 and do not 
see a GB-OS 3.7.2 activation code, please contact support@gta.com.)

Log into your GTA firewall using an administrative account and copy the feature activation codes 
and paste them into the Features screen (Basic Configuration>Features).  Do not paste the feature acti-
vation code(s) over any previously entered codes, they should be entered into a blank line.  Once 
entered, click the SAVE button.

If entered correctly, the row’s description should say ???? GB-X 3.7 - Registered, where X 
is your GTA firewall’s model number.

Figure 1: Successful Feature Activation

Upgrading to GB-OS 3.7

To obtain the GB-OS 3.7 runtime, log into the GTA Online Support Center (https://www.gta.
com/support/center/) and navigate to  Downloads>System Software.  Select the appropriate GB-OS 
3.7 runtime for your firewall (e.g., if you are upgrading a GB-2000e, select the GB-2000 FIREWALL 
FAMILY runtime file saved for your operating system under the 3.7 section).  Download and extract 
the runtime file to an easy to remember location on your workstation, such as the desktop (if you 
are running Microsoft Windows, the runtime will extract to C:\Program Files\GTA\GB-X-3.7.2\GB-X-37.rtm, 
where X is the GTA firewall’s model number).

Next, log into your GTA firewall using an administrative account and navigate to Administration>Upload 
Runtime.  Browse to the downloaded runtime file and select the SUBMIT button.  The GTA firewall will 
then validate the runtime file.  If the file is valid, the system will install it and reboot.  Your firewall 
has now been upgraded to GB-OS version 3.7.2.

Figure 2: Upgrading from GB-OS 3.6 or Below to GB-OS 3.7
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U p g r a d i n g  t o  G B - O S  4 . 0
Only after the GB-OS 3.4 or 3.5 firewall has been successfully upgraded to GB-OS 3.7 can it be 
upgraded to GB-OS version 4.0.

Generating GB-OS 4.0 Feature Activation Codes

First you must enter GB-OS 4.0 feature activation codes which are obtained from the GTA Online 
Support Center (https://www.gta.com/support/center/).  

Log into the GTA Online Support Center and navigate to the View Products page.  The View Products 
page displays all products registered with GTA.  If your GTA firewall is eligible for the upgrade, an 
UPGRADE TO 4.0.0 link will be available in the ACTION row.  Click the link to generate the GB-OS 4.0 
feature activation codes.

Log into your GTA firewall using an administrative account and copy the feature activation code(s) 
and paste them into the Features screen (Basic Configuration>Features).  Do not paste the feature acti-
vation code(s) over any previously entered codes, they should be entered into a blank line.  Once 
entered, click the SAVE button.

If entered correctly, the row’s description should say ???? GB-X 4.0 - Registered, where X 
is your GTA firewall’s model number.

Figure 3: Successful Feature Activation

Upgrading from GB-OS 3.7 to GB-OS 4.0

Only after the GTA firewall has been upgraded to GB-OS 3.7, can it be upgraded to GB-OS 4.0.  
The steps required to upgrade to GB-OS 4.0 are identical as for upgrading to GB-OS 3.7.

To upgrade from GB-OS 3.7 to GB-OS 4.0, we must first download the new runtime from the 
GTA Online Support Center (https://www.gta.com/support/center/).  Once logged in, navigate 
to Downloads>System Software.  Select the appropriate runtime for your firewall under the 4.0 section.  
Download and extract the runtime file to an easy to remember location on your workstation, such 
as the desktop (if you are running Microsoft Windows, the runtime will extract to C:\Program Files\GTA\
GB-X-4.0.0\GB-X-400.rtm, where X is the GTA firewall’s model number).

Next, log into your GTA firewall using an administrative account and navigate to Administration>Upload 
Runtime.  Browse the downloaded runtime file and select the SUBMIT button.  The GTA firewall will 
then validate the runtime file.  If the file is valid, the system will install it and reboot.  Your GTA 
firewall will now be running GB-OS 4.0.

Figure 4: Upgrading from GB-OS 3.7.2 to GB-OS 4.0
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U p g r a d e  N o t e s
The following are noted issues that may occur when upgrading to GB-OS 4.0.

E r r o r  M e s s a g e s  U p o n  I n i t i a l  R e b o o t
Upon rebooting after successful installation, the GTA firewall may display errors when accessed 
using the Web interface.  This is expected, these errors are generated because the browser’s 
cache is trying to access files and locations that no longer apply. Click OK to any displayed errors 
and refresh the browser window to access GB-OS 4.0.

If the error messages persist, clear your browser’s cache.

D e f a u l t  L o g i n  a n d  P a s s w o r d  C h a n g e s
Firewall administrators who have never changed their default login and password in the Admin 
Accounts section of GB-OS 3.x will find that their default account’s login information will no longer 
work with GB-OS 4.0.  After the firewall administrator has upgraded to GB-OS 4.0, their login and 
password will both default to fwadmin.

Caution
GTA recommends changing the default user ID and password to prevent unauthorized access. 
Passwords can be changed after logging in.

S t a t i c  G a t e w a y  t o  S t a t i c  G a t e w a y  V P N  F a i l u r e
Firewall administrators that have a configured VPN between two static gateways may find that 
their VPN no longer functions after they have upgraded to GB-OS 4.0.  This is caused when the 
firewall administrator had a local identity configured in the Authorization>VPN section on their GTA 
firewall before it was upgraded to GB-OS 4.0.  GB-OS versions prior to GB-OS 4.0 ignored this 
field when a static gateway to static gateway VPN was configured; in GB-OS 4.0, the local identity 
is recognized and can result in a failure when a VPN connection previously worked.

To correct this issue, simply navigate to Configuration>VPN>IPSec Tunnels and edit the IPSec tunnel in 
question by setting the local identity to <IP Address>.

R e s t r i c t i v e  V P N  C o n f i g u r a t i o n s
When upgrading to GB-OS 4.0, firewall administrators may need to rebuild their VPN policies.  In 
previous versions of GB-OS, VPN access was controlled using pass through filters.  In GB-OS 4.0, 
VPN access is controlled using VPN policies which allow all VPN traffic by default.

Firewall administrators who have upgraded to GB-OS 4.0 will need to manually recreate any 
restrictive VPN policies.



N a m i n g  C o n v e n t i o n s
When upgrading to GB-OS 4.0, previously defined objects will have their names changed and may 
affect automatically generated user group names.

User Group Names and Assignments

Users will automatically be organized into groups based on the name of the their VPN object.  For 
example, a user that made use of a VPN object with a name of Marketing Department will be 
assigned to a group named Group Marketing Department, while a user that made use of a 
VPN object with the name of MOBILE will be assigned to a group named Group MOBILE.

Users that have no VPN object assigned to them will be organized into groups based on the GB-
OS version that the administrator is upgrading from, such as Users_370.

VPN Object Names

Previously defined VPN objects will have the GB-OS version number appended to their name after 
the GTA firewall has been upgraded to version 4.0.  For example, a VPN object with a name of IKE 
in GB-OS 3.7.0 will be named IKE_370 after the upgrade.

Address Object Identif ication

Previously defined address objects that were of type IP ADDRESSES will be re-categorized as being 
of type ALL after the GTA firewall has been upgraded to version 4.0.


