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Upgrading to GB-OS 6.0

In order to determine what upgrade path is required for upgrading to GB-OS 6.0, you must first establish
the version from which you will be upgrading. To do so, login to your GTA firewall using the Web
interface. Upon logging in, you will be prompted with an opening screen. Located in the center of the
screen is the version number.

Figure D.1: Locating the GB-OS Version Number in GB-OS 3.x (left) and GB-0OS 4.0 (right)

Based on the version of GB-OS your GTA firewall is currently running:

e |[f the version number is 5.2.0 - 5.4.x follow the instructions in Upgrading from GB-OS 5.2.0 - 6.0.x.

e |f the version number is 3.7.3, 4.0.3 - 5.1.5, follow the instructions in Upgrading from GB-OS 3.7.3,
and GB-0S 4.0.6 - 5.1.5.

e |f the version number is 4.0.0 - 4.0.2, follow the instructions in Upgrading from GB-OS 4.0.0 - 4.0.5.
e [f the version number is 3.40 - 3.7.2, follow the instructions in Upgrading from GB-OS 3.4.0 - 3.7.2.
Upgrading from versions prior to GB-OS 3.4 is not supported.

Note

GTA recommends to read and review the Upgrade Notes section of this reference before upgrading a GTA
Firewall UTM Appliance to avoid complications during the upgrade process

©

Note
Test mode configuration data is reset to default when upgrading runtimes.

©
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Upgrading from GB-0S 5.2.0 - 5.4.x

GTA routinely publishes updates to GB-OS. These updates provide new features and enhanced security
options. When GTA publishes an update to GB-0OS, availability will be announced at
Configure>Configuration>Runtime>Update in the AvaiLaBLE UPDATE(s) section.

In order to check for available updates, GB-OS requires that the firewall is registered in the GTA Online
Support Center, that the firewall has access to the Internet and that SSL connections are allowed.
Version updates may be available only to firewalls covered by a valid support contract.

Note
@ Updating the GB-OS runtime always takes place as a Live Mode change.

CAUTION
Some GB-250 Rev B firewalls require a BIOS Update before updating to GB-OS 5.3.0 or higher. If the BIOS

version is not v0.99h or higher, the BIOS may need to be updated. Please read the BIOS Update Information
page if you are updating a GB-250 Rev B system. Additionally, GB-250 Rev B systems should be on slice 2 when
updating.

To check for and install updates to GB-OS:

¢ Navigate to Configure>Configuration>Runtime>Update.
¢ In the AvaiLasLe UPDATE(S) section, click the CHECK NOW button.
e |f an update is available, installation notes and an INSTALL button will appear for the update.

‘Current Version: GB-05 5.2.0 Explres 2010-01-30.
Last Update Check: 2009-12-07 03:10:04 EST (-0500)

—Available Update(s) - % Check N

Version Description Note Action

5.3.0 GB-0S GB-Ware runtime version 5.3.0 Expires 2010-01-31.

— Schedule Update Check:
Enable: &
Frequency: [ Daly 2]
Time: (03 3) : (10 18)

Figure D.2: Updating GB-OS

Updating Runtimes

GB-250, GB-800, GB-2000 and GB-3000 firewall appliance families running GB-OS 5.2.0 and above will
have a two step process for updating runtimes.

1. Download the available runtime by clicking bownNLoAD. The runtime will be stored on the firewall
until installed. Rebooting the firewall or selecting cHECK Now will remove the stored runtime.

2. Install the runtime by clicking INSTALL.

Version Description Note Action
5.1 GB-0S runtime file for GB-250, version 5.1.3 Expires on 2008-10-26. ( Download )

|7Available Update(s) - ‘2, Check Now

Figure D.3: Download Runtime

Version Description Note Action
5.1 GB-0S runtime file for GB-250, version 5.1.3 Expires on 2008-10-26. (Install )

|—Avai|ab|e Update(s) - 5, Check Now

Figure D.4: Install Runtime


http://online.gta.com/gb-os/bios-update
http://online.gta.com/gb-os/bios-update
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Scheduling Checks for Automatic Updates

GB-0S can automatically check for eligible software updates. By enabling automatic updates,
administrators can rest assured knowing their GTA Firewall UTM Appliance is operating the most current
available version of GB-OS.

To schedule automatic runtime updates, navigate to Configure>Configuration>Runtime>Update.

Schedule Update Check
Enable: [+
Frequency: [ Weekly |
Day: [Fricay |
Time: [12 | :[00 ¥]

Figure D.5: Scheduling Automatic Updates

Table D.1: Scheduling Automatic Updates

Field Description

Schedule Update Check

Enable Select the EnaBLE checkbox to schedule automatic runtime updates.

Frequency Select the frequency that GB-OS will check for updates. Options are Daily and
Weekly.

Day Select the day that GB-OS will check for updates.

Time Select the time that GB-OS will check for updates.
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Performing a Manual Software Update

If a new version of GB-OS has been indicated at Configure>Configuration>Runtime>Update, administrators
can log into the GTA Support Center (https://www.gta.com/support/center/) to download the runtime. If
available updates cannot be applied to the firewall, contact the GTA Sales staff (sales@gta.com) or your
local GTA Channel Partner for information on support contracts.

Step 1: Generate GB-0S 6.0 Feature Activation Codes

In order to upgrade your version of GB-OS to version 6.0, first you must generate GB-OS 6.0 feature
activation codes from the GTA Online Support Center (https://www.gta.com/support/center/).

Login to the GTA Online Support Center and navigate to the View Products page. The View Products page
displays all products registered with GTA. If your firewall is eligible for the upgrade, an UrGRADE T0 6.0.0
link will be available in the AcTion row. Click the link to generate the GB-OS 6.0 feature activation code(s).

Now that the GB-OS 6.0 feature activation codes have been generated, they must be loaded into the
firewall’s configuration.

Step 2: Load GB-OS 6.0 Feature Activation Codes Into the Configuration

Login to your firewall using an administrative account and copy the feature activation code(s) and paste
them into the Features screen (Basic Configuration>Features). Do not paste the feature activation code(s) over
any previously entered codes, they should be entered into a blank line. Once entered, click the Save
button.

If entered correctly, the row’s description should say 2??? GB-X 6.0 - Registered, where X is your
GTA firewall’s model number.

Now that the GB-OS 6.0 feature activation codes have been loaded into the firewall’s configuration, the
GB-0S 6.0 runtime file must be uploaded.

Step 3: Upgrade to GB-0S 6.0

After the GB-OS 6.0 feature activation codes have been successfully inserted into the firewall’'s
configuration, you may upgrade the firewall to GB-OS 6.0.

To obtain the GB-0S 6.0 runtime, login to the GTA Online Support Center (https://www.gta.com/support/
center/) and navigate to Downloads>System Software. Select the appropriate GB-OS 6.0 runtime for your
firewall (e.g., if you are upgrading a GB-2000e, select the GB-2000 FirRewALL FamiLY runtime file saved

for your operating system under the 6.0 section). Download and extract the runtime file to an easy to
remember location on your workstation, such as the desktop (if you are running Microsoft Windows, the
runtime will extract to C:\Program Files\GTA\GB-X-6.0\GB-X-60.rtm, where X is the GTA firewall’s model number).

Next, login to your GTA firewall using an administrative account and navigate to Configure>Configuration>R
untime>Update and click the Abvancep tab. In the RunTivE section, click the BrRowse button and select the
runtime. The file will have an extension of . rtm. Select UpLoAb to upload the runtime file. GB-OS will
then validate the file. If it is valid, the system will install it.

File: [ Choose File ) no file selected
Import: [ Upload

’7Manua Runtime Update

Figure D.6: Manually Updating Your Firewall’s Software


https://www.gta.com/support/center/
https://www.gta.com/support/center/
https://www.gta.com/support/center/
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Upgrading from GB-0S 3.7.3, and GB-0S 4.0.6 - 5.1.5

Upgrading from GB-0S 3.7.3, or GB-OS 4.0.6 - 5.1.5 is a two step process. To upgrade to
GB-0S 6.0 you must:

1. Upgrade to GB-0S 5.2
2. Upgrade to GB-OS 6.0

Step 1: Upgrade to GB-0S 5.2

1.1: Generate GB-0S 5.2 Feature Activation Codes

Login to the GTA Online Support Center and navigate to the View Products page. The View Products page
displays all products registered with GTA. If your firewall is eligible for the upgrade, an UrGRADE T0 5.2.x
oR 6.0.x link will be available in the AcTion row. Click the link to generate the GB-OS 5.2 feature activation
code(s).

Now that the GB-OS 5.2 feature activation codes have been generated, they must be loaded into the
firewall’s configuration.

1.2: Load GB-0S 5.2 Feature Activation Codes Into the Configuration

Login to your firewall using an administrative account and copy the feature activation code(s) and paste
them into the Features screen (Basic Configuration>Features). Do not paste the feature activation code(s) over
any previously entered codes, they should be entered into a blank line. Once entered, click the Save
button.

If entered correctly, the row’s description should say 2??? GB-X 5.2 - Registered, where X is your
GTA firewall’s model number.

Now that the GB-OS 5.2 feature activation codes have been loaded into the firewall’s configuration, the
GB-0S 5.2 runtime file must be uploaded.

1.3: Upgrade to GB-0S 5.2

After the GB-OS 5.2 feature activation codes have been successfully inserted into the firewall’s
configuration, you may upgrade the firewall to GB-OS 5.2.

To obtain the GB-0OS 5.2 runtime, login to the GTA Online Support Center (https://www.gta.com/support/
center/) and navigate to Downloads>System Software. Select the appropriate GB-OS 5.2 runtime for your
firewall (e.g., if you are upgrading a GB-2000e, select the GB-2000 FiIrRewALL FamiLY runtime file saved

for your operating system under the 5.2 section). Download and extract the runtime file to an easy to
remember location on your workstation, such as the desktop (if you are running Microsoft Windows, the
runtime will extract to C:\Program Files\GTA\GB-X-5.2\GB-X-52.rtm, where X is the GTA firewall’s model number).

Next, login to your GTA firewall using an administrative account and navigate to Administration>Upload
Runtime. Browse to the downloaded runtime file and select the Susmit button. The GTA firewall will then
validate the runtime file. If the file is valid, the system will install it and reboot. Your firewall is now running
GB-0S 5.2 and and can now be upgraded to GB-0OS 5.3.

Step 2: Upgrade to GB-0S 6.0

Go to Upgrading from GB-OS 5.2.0 Through 5.4.x to finish the upgrade process.



https://www.gta.com/support/center/
https://www.gta.com/support/center/
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Upgrading from GB-0S 4.0.0 - GB-0S 4.0.5

Upgrading from GB-0S 4.0.0 - 4.0.5 to GB-0S 6.0 is a three step process. To upgrade to GB-OS 6.0
you must:

1. Upgrade to GB-0S 4.0.6.
2. Upgrade to GB-0OS 5.2.
3. Uprgade to GB-0S 6.0.

Step 1: Upgrade to GB-0OS 4.0.6

To obtain the GB-0OS 4.0.6 or above runtime, login to the GTA Online Support Center (https://www.gta.
com/support/center/) and navigate to Downloads>System Software. Select the appropriate GB-OS runtime

for your firewall (e.g., if you are upgrading a GB-2000e, select the GB-2000 FIRewALL FamiLy runtime file
saved for your operating system under the 4.0 section). Download and extract the runtime file to an easy
to remember location on your workstation, such as the desktop (if you are running Microsoft Windows,
the runtime will extract to C:\Program Files\GTA\GB-X-4.0.6\GB-X-406.rtm, where X is the firewall’s model number).

Now that the GB-OS 5.3 feature activation codes have been generated, they must be loaded into the
firewall’s configuration.

Next, login to your GTA firewall using an administrative account and navigate to Configure>Import/Export.
Under the RunTIME section, click the Browse button and select the runtime. Select Upload to upload the
runtime file. If the file is valid, the system will install it and reboot. Your GTA Firewall Appliance has now
been upgraded to GB-OS version 4.0.6. Next, GB-OS 5.2 feature activation codes must be entered.

Runtime

File: ICB—2000—406.rlm Browse... |

Import: Uplogﬁ |

Figure D.7: Upgrading to GB-OS 4.0.3

Step 2: Upgrade to GB-0 5.2

Go to Upgrading from GB-0OS 3.7.3, and GB-0OS 4.0.3 - 5.1.7 to finish the upgrade process.



https://www.gta.com/support/center/
https://www.gta.com/support/center/

Upgrading from GB-0S 3.4.0 - 3.7.2

Upgrading from GB-0S 3.4.0 - 3.7.2 to GB-0S 6.0 is a three step process. To upgrade to GB-OS 6.0
you must:

1. Upgrade to GB-0S 3.7.3
2. Upgrade to GB-0S 5.2
3. Upgrade to GB-0S 6.0

Step 1: Upgrade to GB-0S 3.7.3
1.1: Generate GB-OS 3.7 Feature Activation Codes

Note
If the GTA firewall is running GB-OS 3.7.0, 3.7.1, or 3.7.2, skip to step 1.3.

Login to the GTA Online Support Center and navigate to the View Products page. The View Products page
displays all products registered with GTA. If your firewall is eligible for the upgrade, an UpGrRADE T0 3.7.3
link will be available in the Action row. Click the link to generate the GB-OS 3.7 feature activation code(s).

Now that the GB-OS 3.7 feature activation codes have been generated, they must be loaded into the
firewall’s configuration.

1.2: Load GB-OS 3.7 Feature Activation Codes Into the Configuration

Login to your firewall using an administrative account and copy the feature activation code(s) and paste
them into the Features screen (Basic Configuration>Features). Do not paste the feature activation code(s) over
any previously entered codes, they should be entered into a blank line. Once entered, click the Save
button.

If entered correctly, the row’s description should say 2?2?? GB-X 3.7 - Registered, where X is your
GTA firewall’s model number.

Now that the GB-OS 3.7 feature activation codes have been loaded into the firewall’s configuration, the
GB-0S 3.7.3 runtime file must be uploaded.

GNAT Box Features
Serial number: [

Index Activation code Description
| 7777 GB-2000 3.7 - Registered (25 users)
| 7777 GB-2000 3.7 - VPN (10 clients)
7777 GB-2000 3.7 - Surf Sentinel (10 users)

GB-2000 3.4 - Surf Sentinel (10 users)

Bplw| |-

Figure D.8: Successful Feature Activation

1.3: Upgrade to GB-0S 3.7.3

After the GB-OS 3.7 feature activation codes have been successfully inserted into the firewall’s
configuration, you may upgrade the firewall to GB-OS 3.7.3.

To obtain the GB-0OS 3.7.3 runtime, login to the GTA Online Support Center (https://www.gta.com/
support/center/) and navigate to Downloads>System Software. Select the appropriate GB-OS 3.7.3 runtime
for your firewall (e.g., if you are upgrading a GB-2000e, select the GB-2000 FIREwALL FamiLY runtime
file saved for your operating system under the 3.7.3 section). Download and extract the runtime file to
an easy to remember location on your workstation, such as the desktop (if you are running Microsoft
Windows, the runtime will extract to C:\Program Files\GTA\GB-X-3.7.3\GB-X-37.rtm, where X is the GTA firewall’s
model number).



https://www.gta.com/support/center/
https://www.gta.com/support/center/
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Next, login to your GTA firewall using an administrative account and navigate to Administration>Upload
Runtime. Browse to the downloaded runtime file and select the SusmiT button. The GTA firewall will then
validate the runtime file. If the file is valid, the system will install it and reboot. Your firewall is now running
GB-0S 3.7.3 and and can now be upgraded to GB-0S 5.2.

GNAT Box Upload Runtime
Runtime file name: IGB—ZOO[}—S?S.nm Browse... |

Figure D.9: Upgrading to GB-OS 3.7.3

Step 2: Upgrade to GB-0S 5.2

Go to Upgrading from GB-OS 3.7.3, and GB-OS 4.0.3 - 5.1.5 to finish the upgrade process.
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Upgrade Notes
The following are noted issues that may occur when upgrading to GB-OS 6.0.
Re-sizing Slices and Runtime Upgrades

In order to support the new features in GB-OS 6.0, some firewalls may require partition re-sizing
during the upgrade process. Upon re-sizing, both runtime slices will have GB-OS 6.0, and firewall
administrators WILL NOT be able to revert to previous runtimes via the Console or Web interface.

CAUTION
GTA strongly recommends backing up current firewall configurations PRIOR to upgrading.

Firewalls requiring re-sized partitions will take approximately 5-8 minutes to reboot and fully update once the
runtime has been applied. DO NOT switch off or reboot the firewall during this process.

Error Messages Upon Initial Reboot

Upon rebooting after successful installation, the GTA Firewall UTM Appliance may display errors when
accessed using the Web interface. This is expected, these errors are generated because the browser’s
cache is trying to access files and locations that no longer apply. Click OK to any displayed errors and
refresh the browser window to access GB-OS 6.0.

If the error messages persist, clear your browser’s cache.

Default Login and Password Changes

Firewall administrators who have never changed their default login and password in the Admin Accounts
section of GB-OS 3.x will find that their default account’s login information will no longer work with
GB-0S 6.0. After the firewall administrator has upgraded to GB-OS 6.0, their login and password will
both default to fwadmin.

CAUTION
GTA recommends changing the default user ID and password to prevent unauthorized access. Passwords can

be changed after logging in.

GB-250 Upgrade Notice

GB-250 Firewall UTM Appliances may reboot multiple times, and may install GB-OS 6.0 on both memory
slices during the upgrade process. It is important that administrators do not shut down their firewall
when upgrading to GB-0S 6.0. If GB-OS 6.0 is installed on both memory slices, it will not be possible to
revert back to the previously installed version of GB-OS.

IPSec Object Upgrade Notice GB-0S 5.4.2 and Above

When upgrading to GB-0S 5.4.2 and above, all firewalls using SHA-2, with keys larger than 128, will
need to be upgraded. If unable to upgrade, firewalls must be switched to a compatible algorithm.

Corrupt Object Names and Descriptions

GB-0S 6.0 uses the UTF-8 character set, wherein the past previous versions of GB-OS allowed
administrators to select the character set according to their locale.

When upgrading to GB-0S 6.0, it is necessary to match your Web browser’s character set with the
character set used by GB-0S. In GB-0OS 3.x, the default character set is set at Basic Configuration>Preferences.
In GB-0S 4.0, the default character set is set at Configure>Accounts>Preferences.

Note
‘ Consult your Web browser’s documentation for information on how to match the character set with the character
set used by GB-OS 3.x or GB-OS 4.0.
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Firewall Controll Center (FWCC) No Longer Supported

With the release of GB-OS 6.0, GTA’s Firewall Control Center (FWCC) will no longer be supported and
will be removed from the firewall interface for all products.

Static Gateway to Static Gateway VPN Failure

Firewall administrators that have a configured VPN between two static gateways may find that their VPN
no longer functions after they have upgraded to GB-OS 6.0 from GB-OS 3.x. This is caused when the
firewall administrator had a local identity configured in the Authorization>VPN section of GB-OS 3.x on their
GTA firewall before it was upgraded to GB-OS 6.0. GB-OS versions prior to GB-OS 4.0 ignored this field
when a static gateway to static gateway VPN was configured; in GB-OS 4.0 and above, the local identity
is recognized and can result in a failure when a VPN connection previously worked.

To correct this issue, navigate to Configure>VPN>IPSec Tunnels and edit the IPSec tunnel in question by setting
the local identity to <IP Address>.

Restrictive VPN Configurations

When upgrading to GB-0OS 6.0 from GB-0S 3.x, firewall administrators may need to rebuild their VPN
policies. In versions of GB-OS 3.x, VPN access was controlled using pass through filters. In GB-OS 4.0
and above, VPN access is controlled using VPN policies which allow all VPN traffic by default.

Firewall administrators who have upgraded to GB-OS 6.0 from GB-OS 3.x will need to manually recreate
any restrictive VPN policies.

Naming Conventions

When upgrading to GB-OS 6.0 from GB-OS 3.7 or earlier, previously defined objects will have their
names changed and may affect automatically generated user group names.

User Group Names and Assignments

When upgrading to GB-OS 6.0 from GB-OS 3.x, users will automatically be organized into groups based
on the name of the their VPN object. For example, a user that made use of a VPN object with a name

of Marketing Department will be assigned to a group named Group Marketing Department, while a user
that made use of a VPN object with the name of MOBILE will be assigned to a group named Group
MOBILE.

Users that have no VPN object assigned to them will be organized into groups based on the GB-OS
version that the administrator is upgrading from, such as Users_370.

VPN Object Names

Previously defined VPN objects will have the GB-OS version number appended to their name after the
GTA firewall has been upgraded to version 6.0 from GB-OS 3.x. For example, a VPN object with a name
of IKE in GB-OS 3.7.0 will be named IKE_370 after the upgrade.

Address Object Identification

Previously defined address objects that were of type IP Appresses will be re-categorized as being of type
ALL after the GTA Firewall UTM Appliance has been upgraded to GB-OS 6.0 from GB-OS 3.x.
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© 1996-2011, Global Technology Associates, Incorporated (GTA). All rights reserved.

Except as permitted under copyright law, no part of this manual may be reproduced or distributed in any form or by any means
without the prior permission of Global Technology Associates, Incorporated.

Technical Support

GTA includes 30 days “up and running” installation support from the date of purchase. See GTA’'s Web site for more information.
GTA's direct customers in the USA should call or email GTA using the telephone and email address below. International
customers should contact a local Authorized GTA Channel Partner.

Tel: +1.407.380.0220 Email: support@gta.com

Disclaimer

Neither GTA, nor its distributors and dealers, make any warranties or representations, either expressed or implied, as to the
software and documentation, including without limitation, the condition of software and implied warranties of its merchantability
or fitness for a particular purpose. GTA shall not be liable for any lost profits or for any direct, indirect, incidental, consequential
or other damages suffered by licensee or others resulting from the use of the program or arising out of any breach of warranty.
GTA further reserves the right to make changes to the specifications of the program and contents of the manual without
obligation to notify any person or organization of such changes.

Mention of third-party products is for informational purposes only and constitutes neither an endorsement nor a
recommendation for their use. GTA assumes no responsibility with regard to the performance or use of these products.

Every effort has been made to ensure that the information in this manual is accurate. GTA is not responsible for printing or
clerical errors.

Trademarks & Copyrights

GB-0S, Surf Sentinel, Mail Sentinel and GB-Ware are registered trademarks of Global Technology Associates, Incorporated. GB
Commander is a trademark of Global Technology Associates, Incorporated. Global Technology Associates and GTA are service
marks of Global Technology Associates, Incorporated.

Microsoft, Internet Explorer, Microsoft SQL and Windows are either trademarks or registered trademarks of Microsoft
Corporation in the United States and/or other countries.

Adobe and Adobe Acrobat Reader are either registered trademarks or trademarks of Adobe Systems Incorporated in the United
States and/or other countries.

UNIX is a registered trademark of The Open Group.

Linux is a registered trademark of Linus Torvalds.

BIND is a trademark of the Internet Systems Consortium, Incorporated and University of California, Berkeley.
WELF and WebTrends are trademarks of NetlQ.

Sun, Sun Microsystems, Solaris and Java are trademarks or registered trademarks of Sun Microsystems, Inc. in the United
States and/or other countries.

Java software may include software licensed from RSA Security, Inc.
Some products contain software licensed from IBM are available at http://oss.software.ibm.com/icuéj/.
Some products include software developed by the OpenSSL Project (http://www.openssl.org/).

Mailshell and Mailshell Anti-Spam is a trademark of Mailshell Incorporated. Some products contain technology licensed from
Mailshell Incorporated.

All other products are trademarks of their respective companies.

Global Technology Associates, Inc.

3505 Lake Lynda Drive, Suite 109 « Orlando, FL 32817 USA
Tel: +1.407.380.0220 « Fax: +1.407.380.6080 * Web: http://www.gta.com « Email: info@gta.com
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